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OCHOBHM NpenopbLKM 3a NoBULLABaHe CUTYPHOCTTa
npu paboTta ¢ UHTepHeT 6aHkupaHeTo Ha NMUB ALl

YBaxkaemMu KIMeHTu,

MbpBa MHBECTUMUMOHHA 6aHka (MNB, BaHkaTta) By ocurypsiBa BUCOKO HUBO Ha 3aLiuTa U CUIYpPHOCT Mpu
OOCTBIM U n3non3eaHe Ha BupTyanHusa 6aHKOB KIOH, 3a KOETO Ce HyxaaeMm 1 oT BaweTo cbaenctuse. 3a
uenta e HeobxoouMo fa cnaseare CregHoTo:

1. PaboTarta ¢ NpuUnoXeHNeTo 3a MHTEPHET DaHKMpaHe Ce OCbLLUECTBABA Ype3 NoTpebuTencko nve, napona,
eneKkTpoHeH noanuc u/mnu kombuHaumsa ot TAH u MUHT - ypes BbBexaaHeTo Ha BanuaeH MNMUHT n TAH
(yHVKaneH wwncpoBaH, efgHOKpaTHO BanuaeH UUMPOB KoA, KOWTO Ce reHepupa 4pe3 chneuunanuanpaHo
eneKTPoHHO koaupalio ycTtponctso (Token), nMpu cnasBaHe Ha BCUYKM CTaHAapTM 3a Kpuntorpadwus u
curypHocT. Cnen nbpBoHavaneH Bxof BbB BuptyaneH 6aHkoB knoH Ha MUB:

*  CwmeHeTe BaweTto notpebutencko nme. (Bwk cekumsa 'Hactporiku/lpomsaHa Ha noTpebutencko
nme'.) MNoTpebutenckoto ume TpsAdBa Aa CbAbpXKa CamMo NATUHCKK OYKBM U Lnudpu, n ga e ¢
ObiknHa mexay 3 1 32 cumsona. Msnonaesante notpebutencko nve ¢ no-rofisiMa gbImkuHa,
KOEeTo He e cBbp3aHo ¢ Balwieto nme nnu doammnus.

« CwmeHeTe BallaTta nbpBoHavanHa napona. Manonssaiite napona ¢ AbMmkuHa noHe 7 CMMBONa,
npeacTaBnsBalla 3aQb/HKUTENHO KOMBUHaUUA OT Marnku, ronemu 6ykeu n umudpu. Mapona c
AbIDKUHA, NO-Manka oT 7 CMMBOa Uy camo oT BYKBM UM LMdpU NecHo Moxe da 6bae
paskpuTta. He paskpuBaiiTe Ha HUKOrO CBOSITa Napona - T8 e fn4Ha.

* CwmeHete Bawwua NMUHT 3a Token ycTponcTBo. Msnonssante napona ¢ AbikuHa oT 4 0o 8 undopw.
He paskpuante Ha Hukoro ceosd MNNHT - Ton e nuyeH.

1.1. He npeoTcTbnBanTe NoTpedbUTENCcKOTO CN MMe, NaporaTta, eNleKTPOHHUA cu noanuc u Token yCTpONCTBO
Ha TpeTu nuua.

AKO e HeoOXx0aMM JOCTHLN Ha YNeH Ha ceMencTBOTO Bu/cnyxuten Ha cdompmaTa Bu, HanpaBeTe oTgenHa
pervcTpauus 3a Hero - TOW Le Norny4Yn cobcTBEHO NOTPeOUTENCKO MMe U napona.

1.2. He C'bXpaHS:IBaI7ITe Ha XapTueH unn opyr TpaeH HoCUTes, BKIMIOYUTESTHO B €J1eKTPOHEH BN,
I'IOTpe6I/ITeJ'ICKOTO Cn nve 1 napona.

1.3. BbBexaanTte cBouTe NOTPeOUTENCKO MME U Naposfia caMo 4Ype3 UHTEPHET CTpaHuua C agpec, 3anoysall
no crnegHusa HaunH: https://e-fibank.bg. Ako nonyunTte cbobLieHne unm nNo gpyr HauMH 6baeTe yBeaOMeEHM 3a
M3BbHPEeaHa NpOMsIHA Ha Ha4YMHa 3a BbBeXxadaHe Ha cpeactearta Bu 3a goctsbn n

noeHTndpukaums B e-fibank, He npeanpuemarte gencrems n HesabaBHo yBegomeTe baHkaTta.

2. lMpowmengainte NMNH koga Ha Bawwus KEIM n NMAHT Ha Token ycTponcTearta, kouto nsnonaeate B e-fibank,
NMOHe BeJHbX MECEYHO.

3. Korato npukniounte pabota ¢ Bawwus enektpoHeH nognuc (KEIM), 3agbimkutenHo ro umaknwoysanTe OT
kKomnioTbpa. He ocrtaBsite ENeKTpOHHUSA noanMc BKMKOYEH B KOMMIOTbPA, KOraTto He paboTute C Hero.
CobxpaHsiBanTe ro Ha CUrypHO MACTO.

4. I'Ip|/| NnpomMdHa Ha ynbJIHOMOLLEeHUTE Nhua 3a OOCTbI, U3Th4aHe CpoKa Ha yrnbJIHOMOLWaBaHe Ui oTTerngaHe
Ha NbJIHOMOLLHN, yBeLI,OMFIBaVITe baHkaTta CBOEBPEMEHHO.

5. MNpu npeycraHoBsiBaHe Ha paboTtaTa ¢ BupTyanHusa 6aHKOB KIOH Uy ocTaBsiHe Ha KoMMoTbpa Bu 6e3
Haa3op mnsnonspante "M3xoa" 3a npekbcBaHe Ha cecusaTa ¢ baHkata. Toea npasBu Balwarta cecust HeBanugHa
He3abaBHO, BMeCTO oule 15 MUH. aKTUBHA.
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6. VsnonaeariTe aHTMBUPYCHN Nporpamm Ha KOMMIOTbPA, OT KOMTO nonaeate BupTyaneH 6aHkoB knoH Ha MNUB
N criegeTte 3a TAXHOTO obOHoBsIBaHe. MHCTanupanTe u mn3nonssanTe aHTU-cnanyebp codTyep, codTyep 3a
unTpupaHe Ha nowiata u aktyaneH nepcoHaneH unu kopnopatmeeH Firewall. Cnefete 3a npeaynpeantenHu
CbOOLLEHNS 3a Hannune Ha Bupycu, ocobeHo oT Tuna ,TposHuM” (Trojans). Te morat ga ce usnonseaT 3a
Kpax0a Ha nnmyHa nHdopmMaums. ObudanHo ce MHTanNMpaT aBTOMaTU4HO, KOraTo crnefBare fIMHKOBE, OTBapsATe
NPUoXeHUsa oT e-mail unn ceanatTe copTyep CbC CbMHUTENEH NPOM3X0S,.

7. W3nonseaiTe MakcMMarHo akTyanusvpaHu onepaumMoHHa cucteMa u codpTyepHu NPOayKTU.
MpenopbunTenHo e Bawumat aHTMBMpyceH codTyep Aa 6bae nogabpikaH oT cneynanuct. He nsnonssaiite
BeTta - Bepcun Ha onepaumnoHHaTa cucteMa n Ha cCopTyepHUTE NPOAYKTH.

8. lMogHoBsBanTE nepmnoanyHo codJTyepa Ha CBOA KOMMIOTBLP. Mo TO3K HauMH Lwe noagcurypute saluinte
onepaunoHHN CUCTEMMU, KOHTPOJIN 3a CKaHUpaHe Ha BUPYCU U OpYyTrn nporpamum c FIO,D,O6HO npeBaHTUBHO
npegHasHa4vyeHne aa (*)yHKLI,I/IOHI/IpaT Bb3MOXHO Ha|7|-n,o6pe.

9. U3bareante ga nonasarte BupTyanHus knoH oT nyonnyHn mecTa 3a 4OCTbn 40 VIHTepHeT (MHTepHeT
knybose, kacpeta, GUONMOTEKM M OPYIrN) U OT KOMMIOTPY C MHCTANMpaH copTyep C HESICEH NPOU3XOA.
MpenopbyBame Aa 3aWwmUTUTE AOCTbMNA A0 NUYHUSA By KOMNIOTBHP Ype3 naporia, oco0eHO ako AOCTbM OO0 HEero
uMart 1 ApYyrM YneHoBe Ha BalleTo CEMENCTBO (NMua, C KOUTO ChXUTencTeaTe).

10. PenoBHO 1 BHUMATENHO NpernexaanTte gaHHUTe, KOUTO nonyyaBare. NpoBepsBanTe nogaTens Ha
nony4yeHute ot Bac e-mail cbobLLeHNSA 1 Mpu NonydaBaHe Ha CbMHUTENHWN TakMBaA, HE TM OTBapsiiTe, KakTo U
He cTapTupainTe npukadeHnTe cparinose. AKO HeWO BU CMyTU, yBegoMeTe baHkata Ha o6sBeHuTe TernedoHn
nnu cbe cboblleHne cBoboaeH hopmar.

11. Tpu nonyvyaeaHe Ha CbMHUTENHU e-mail cbobLLeHnsa nvarTe Npeaeua CrnegHoTo:

a) E-mail crobLwienusTa, uenswm namama nunu kpaxxba Ha JaHHKU, 0OMKHOBEHO ca 00LLM CbOBLLEHUS CbC
cnegHuTe oco6eHOCTU:

- C TSIX Ceé U3UCKBa NNYHa MHOpMaLMs, KaTo NPUYMHATE MoraT Aa ca pasfnyHmn (TEXHUYECKN,
NOAHOBSIBAHE Ha BanwuaHoOCT, NpekpaTtsBaHe Ha ycnyr n apyri). MAB He nanckea No HUKaKbB NMOBOA
nofgobHa nuyHa nHgopmaums;

- CbAbPXKAT KOHKPETHW NIMHKOBE, M3NCKBALLM MOTBbPXKAABAHE HA NMYHA MHGOpMaUns (NMMHKLT
npeacTaensiBa npenpaTtka kbM AafieHa MHTePHET CTpaHuLa (CaliT), 3apexaaHeTo Ha KOSiTo cTaBa C
KnvMKBaHe Ha nesust ByTOH Ha MULLKATa BbPXY NMHKA); He 13nonseaiTe nocoYyeHuTe B nogobeH Tun email
nuHkoBe. NMNB He KOMYyHUMKMpa Ype3 NIMHKOBE C KIMEHTUTE CU;

6) He oTBapswTe kakBuTO U ga 6uno npunoxeHu dannose kbM nogobeH Tun e-mail.

B) MbpBa MHBecTMUMOHHA BaHka ALl He nsnckea oT Bac ManpalaHeTo Ha NMHOBE, NAapony 3a 4OCTbN
unu gpyra KoHuaeHumanHa nHgopmaLmsa no enekTpoHHa noLla, KakTo 1 He nsnpata no enekTpoHHa
nolua cbobLLIEHNs C TEKCT, B KOWTO Ce N3MCKBa Aa ce 00aanTe Ha NocoYeH TenedoH 1 Aa NpeaocTaBuTe
NMHpOpMaLMSA OTHOCHO naeHTudmkaunoHHmTe By gaHHn. B cnyyam ye nonyyute nogobHM cbobLleHus,
He U3NbIHsABaNTE NOCOYEHNTE UHCTPYKLMM.

12. He nocewaBanTte canToBe, nsnckeawy ot Bac npegoctaBsHeTo Ha nNuyHa MHdopMauus 3a cpegcreara Bu
3a AOCTBMN M MAeHTUdUKaUMA BB BupTyanHusa KNoH nnm Ha apyra KoHduaeHumanHa nHgopmMaums.
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13. bbaeTe 0co6EHO BHUMATENHK, KOraTo BbBexaate dUHaAHCOBa UMW Apyra nudHa nHopmauusa B UHTEpHET
caiitoBe, ocobeHo B Groroee 1 coumanH Mpexu, kato Hanpumep Facebook. MpoBepsiBaiite 3a
AaBTEHTUYHOCTTA Ha caiTa U CUrypHOCTTa Ha KOMYHMKaLMOHHUSA NPOTOKON.

14. OTBapsanTe cTpaHULaTa Ha UHTEPHET BaHKMpPaHETO, KaTto BUHarM nsnuceare https://e-fibank.bg B

30HaTa 3a Noco4YBaHe Ha MHTEPHET agpeca Ha Opay3epa. Lisanata uHgpopMaums, koaTo 0OMeHSATE ¢ Hes, e
KpunTupaHa un ce ocblUecTBsBa No SSL npoTokorn, KaTo BcsAka yeb-cTpaHuua B cuctemarta e 4oCTblHa camo
npes https://e-fibank.bg

15. 3a makcumarnHa cTeneH Ha CUIypHOCT uanonseavite Opaysepu Internet Explorer Bepcusa 6.0 1 No-KbCHU
unu Mozilla Firefox Bepcus 2.0 n no-KbCHM.

16. WNHTepHeT cTpaHuuata Ha [UB ce wugeHTuduuupa /npenctaBsa/ nped KIWMEHTUTE CbC CbPBBPEH
ceptndukat, nsgageH ot Thawte SGC CA /thawte.com/. B momeHTa, B KONTO 3apeauTe cTpaHuuaTa Ha e-
fibank.bg, 8O UHTEpHET agpeca unn Ha Han-gonHUsA pen Ha Opaysepa, B 3aBUCMMOCT OT TvMNa U Bepcusita My,
ce nosiesiBa KamuHap.

MS Internet Explorer

ﬂ; MNMbpea MHBECTULMOHHA BaHka - BUPTYANEH KNOH - Windows Internet Explorer
@:\, - |<'/\ Jhtkps: ffe-fibank. bg/ jL% | + %

File Edit ‘“iew Favorites Tools  Help

Mozilla Firefox

File  Edit

{3 Mpea MHBecTHILMOHHA BaHk

(' @ https:ffe-fibark ba/EBanky (& | |E" Google jt |

KaTo KnrKHeTe BbpXy HEro, e nony4nTte nHopmMaums 3a CbpPBbPHUSA cepTUdMKAT Ha CTpaHuULaTa, KOMTO
3agbImkuTenHo TpsAbea aa e naganeH Ha /Issued to/ e-fibank.bg.

MS Internet Explorer

i Certificate il | Certificate i 2l
General | Detals Certfication Path | General | Detalks | Certication Path |

i Certification path

A ®.
WeriSign Certificate Information

.- [=] Thawte 5GC CA - G2

e-fibark.bg This cettificate is intended for the following purpose(s):
sEnsures the identity of a remote computer

* Refer to the certification authority's statement For details,

Issued to: e-fibank.bg

Issued by: Thawte SGC CA - G2

Wiew Gerfificate |

¥alid from 22 4.2014r. to 14.3.2018T.
Certificate status:

This certificate is CK.

Install Certificate, .. | Issuer Statement |
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Mozilla Firefox

Cettificate ¥iewe

General Details |

Certificate Hierarchy

=) YeriSign Class 3 Public Primary Certification Authority - G5
(= Thawte SGC CA - G2
e-fibank.bg

Certificate Fields
=2 e—_f\bank.bg -
[ Certificate

1 dersion

i~Serial Number

Certificate Signature Algorithm

I~ Issuer

—-alidiby

i-Mot Before

. Hat After x|
Field ¥alue

Export

Close

General | Qata\lsl

This cettificate has been verified for the following uses:

S5L Server Certificate

Issued To
Camman Mame (Ch) e-fibank.bg

Organization {0} First Investment Bank AD

Drganizational Unit (OU) IT

Setial Mumber 2F15E130iBMC3:76: 47 FO:6AES:60: 70:89: 80671 C0
Issued By

Comnmon Hame (CM) Thawte SGC CA - G2

Organizatian {0} Thawte, Inc.

Organizational Unit (OL) <Nk Part OF Certificate>

Period of Yalidity
Begins On

Expires On

22.4.2014 r.
14.3.2006 .

Fingerprints
5HAL Fingerprint
MDS Fingerprink

Close

[onbnHutenHo Ha rmaBHaTta cTpaHuua uMma SSL noro Ha thawte.com 3a oHnanH NpoBepka Ha NOEHTUYHOCTTA

Ha Halns JOMEWNH.

thawte

its a trust thing

) Secured by (Dthawte |

{ click to verify f

[ zo14-08-25 |
3a 551 ceprudmkaTuTe

[ verify SGC SuperC

[ valid certificate |

Without an SGC-enabled certificate on a site, site visitors using certain
older browsers and many Windows 2000 users will only recsive 40- or
56-bit encryption. thawte is one of a very few Certificate Authorities
(CAs) with SGC-enabled S5L Certificates that can provide 128- or 256+
bit encryption to the most website visitors.

Authentic Sites use thawte SGC SuperCerts to offer secure
communications by encrvpting all data to and from the site. thawte has
checked and verified the company registration documents, the site's
registered domain name, and the authorizing contact at the company all
according to the strongest identity authentication standard today.

This information is included in the S5L certificate that we issue. This
enables yeu to check the site's validity yeurself. Always check a site's
certificate befare entering any sensitive information. Below are the
details for certificate: FIRST INVESTMENT BANK AD

[ organization ] FIRST INVESTMENT BANK AD
e-fibank.bg
[ country ] BG
[ current status 1 Valid

[ domain ]

[ valid from ] 22-Apr-2014

[ valid until ] 13-Mar-2018

[ buy ssi certificates ]
[ more information on the extended validation standard ]
[ consumer guidelines: how to know whether a site is secure ]
[ conditions of use of the thawte trusted site seal ]

[ click here to view thawte's certificate practices ]

17. TpenopbunTENHU HACTPOMKN Ha Opay3epa npu padoTa ¢ nHTepHeT OaHkMpaHeTo Ha MNB AL

- N3kntouBanTe BCMYKM ONUMN Ha 6pay3epa, KOUTO aBTOMAaTU4YHO 3anoOMHAT U aonnceart ye6 agpecwu,
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I'IOTpe6I/ITeJ'ICKI/I MMEeHa U naposun.

- MeprognyHo nsTpuearTe uctopusTa Ha bpay3BaHe /BpeMeHHM dannose, cookies, cCbxpaHeHu
noTpebutencku nmeHa, naponu n yed doopmu/

MS Internet Explorer Mozilla Firefox
' 21x

General I Security I Privacy Content IConnections I Programs I Advanced I

options X
Content Advisar 5 - = - :
. T =L - b pho
Q} Ratinas bl we cankeal Fhe Trkarnat renkenk Hhak can be J < % / : l (F *) 1k
AutoComplete Settings X| | —UA =

I General Tabs Conkent  Applications  Privacy  Security  Sync Advanced

AutaComplete lists possible matches From entries yvou've

Certifica typed or visited before. B ¥ Warn me when sites try to install add-ons Exceptions... |
r~Use AutoComplete For

a [ Address bar

V' Block reported attack sites
W Block reported weh Forgeries

; = Brawssing history I
— [~ Favarites Passwords
AutoCon [~ Feeds B [ Remember passwords for sites Exceptions... |

[ Use sWindows Search For betber results I I” Use amaster password Chiange Master Password. |
™ Farms Saved Passwards... |

I User names and passwords on Farms

Feeds ar
¥ askime before saving passwords

Delete AutoComplete histary. .. |

QK I Cancel |

Ok | Cancel | Al | 0K I Cancel | Help

- MpenopbyBame Bu fga paspelumTe cookies camo Ha NpoBEPEHM OT Bac CTpaHULKN, MEXAY KOUTO 1 3a
e-fibank.bg, kakTo 1 ga 6noknpaTe NOSIBABAHETO Ha Taka Hape4YeHUTe Pop-up NPO30pPLMN.

lMpumep:
B MS Internet Explorer ce Bnnsa B meHto Tools -> Internet Options -> Privacy, nséupa ce BUCOKO
HMBO Ha CUTYPHOCT 1 OoT ByToHa Sites ce 4OOABAT agpecuTe Ha paspeLleHnTe CTpaHuUM, 1 ce Mapknpa
6rnoknpaHe Ha Pop-up.
General | Security Privacy | Content | Connections | Programs | Advanced | X

Settings  Manage Sites
q I inc For th € 7| *ou can specify which websites are always or never allowed to use
|  Select asetting For the Internet zone. _@ cookies, regardless of their privacy policy.
- . Type the exact address of the website you want to manage, and then click Allow
High or Block.

5 I 5 - Blocks all cookies from websites that do not have a
compack privacy policy

- Blocks cookies that save information that can be used to
contact you withaut your explicit consent:

Toremove a site from the list of managed sites. select the name of the website
and click the Remove buttan,

Address of website:

f Block |
Sites I Import: Advanced | Default | tanaged websites:
['omain | Setting | Femave |
Pop-up Blacker e-fibank.bg Always Allow
— 1| Prevent most pop-up windows from Settings | Remove all |
= appearing.

¥ Turn on Pop-up Blocker

InPrivate

J_.- o) [ Do not colleck daka For use by InPrivake Filkering

v Disable toolbars and extensions when InPrivate Browsing
starts

O Cancel Apply




